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CVE CVE-2026-32688
State PUBLISHED
Assigner EEF

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-27 14:16:47 UTC
Updated 2026-04-27 18:57:20 UTC
Description Allocation of Resources Without Limits or Throttling vulnerability in elixir-plug plug_cowboy allows unauthenticated remote ¢
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Risk And Classification

Primary CVSS: v4.0 8.7 HIGH from 6b3ad84c-e1a6-4bf7-a703-f496b71e49db

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULIN/VC:N/VI:N/VA:H/SC:N/SEEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-770 | CWE-770 CWE-770 Allocation of Resources Without Limits or
Throttling

Version Source Type Score Severity Vector

4.0 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  Secondary 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:

4.0 CNA CVSSs 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:
4] | -l

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required

Jser Interaction

>onfidentiality


https://cve.report/
https://cve.report/CVE-2026-32688/mitre
https://cve.report/CVE-2026-32688/nist
https://cve.report/CVE-2026-32688/cve_org
https://cve.report/api/cve/CVE-2026-32688.json
https://cve.report/CVE-2026-32688.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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| Vendor Declared Affected Products

Source Vendor Product Version
CNA Elixir-plug  Plug Cowboy affected 2.0.0 2.8.1 semver

CNA Elixir-plug  Plug Cowboy  affected 12ecfd024bb179d48b018fecf074e43fe6a19c83 bfb34cb45eb354e56437{7023fb306de1bfoc19
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References

Reference Source Link

github.com/elixir-plug/plug_cowboy/security/advisories/ GHSA-q8x4-x7mp-5vg2 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  github.com
cna.erlef.org/cves/CVE-2026-32688.html 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  cna.erlef.org
osv.dev/vulnerability/EEF-CVE-2026-32688 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  osv.dev
github.com/elixir-plug/plug_cowboy/commit/bfo34cb45eb354e56437{7023fb306... 6b3ad84c-e1ab-4bf7-a703-f496b71e49db  github.com
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
CNA: Peter Ullrich (en)

Additional Advisory Data

Workarounds
CNA: Disable HTTP/2 on the Plug.Cowboy.https/3 listener by passing protocol_options: %

{protocols: [:http]} in the cowboy options. This restricts the listener to HTTP/1.1, where the
scheme is derived from the listener type and is not attacker-controlled.



http://cve.report/vendor/elixir-plug
http://cve.report/software/elixir-plug/plug_cowboy
http://cve.report/vendor/elixir-plug
http://cve.report/software/elixir-plug/plug_cowboy
https://github.com/elixir-plug/plug_cowboy/security/advisories/GHSA-q8x4-x7mp-5vg2
https://cna.erlef.org/cves/CVE-2026-32688.html
https://osv.dev/vulnerability/EEF-CVE-2026-32688
https://github.com/elixir-plug/plug_cowboy/commit/bfb34cb45eb354e56437f7023fb306de1bf9c19b
https://www.cve.org/CVERecord?id=CVE-2026-32688
https://nvd.nist.gov/vuln/detail/CVE-2026-32688

There are currently no legacy QID mappings associated with this CVE.
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