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Summary

CVE CVE-2026-32695

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-27 14:16:08 UTC

Updated 2026-03-30 13:26:29 UTC

Description Traefik is an HTTP reverse proxy and load balancer. Prior to versions 3.6.11 and 3.7.0-ea.2, Traefik's Knative provider builds router rules by interpolating user-controlled values into backtick-delimited rule expressions without escaping. In live cluster validation, Knative `rules[].hosts[]` was exploitable for host restriction bypass (for example `tenant.example.com`) || Host(`attacker.com`), producing a router that serves attacker-controlled hosts. Knative `headers[].exact` also allows rule-syntax injection and proves unsafe rule construction. In multi-tenant clusters, this can route unauthorized traffic to victim services and lead to cross-tenant traffic exposure. Versions 3.6.11 and 3.7.0-ea.2 patch the issue.

Risk And Classification

Primary CVSS: v4.0 6.3 MEDIUM from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000150000 probability, percentile 0.027650000 (date 2026-04-01)

Problem Types: CWE-74 | CWE-74 CWE-74: Improper Neutralization of Special Elements in
Output Used by a Downstream Component ('Injection')

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 6.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/C...

4.0 CNA DECLARED 6.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None
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https://cve.report/CVE-2026-32695/mitre
https://cve.report/CVE-2026-32695/nist
https://cve.report/CVE-2026-32695/cve_org
https://cve.report/CVE-2026-32695.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Traefik Traefik affected < 3.6.11 Not specified

CNA Traefik Traefik affected >= 3.7.0-ea.1, < 3.7.0-ea.2 Not specified

References

Reference Source Link Tags

github.com/traefik/traefik/releases/tag/v3.6.11 security-advisories@github.com github.com

github.com/traefik/traefik/releases/tag/v3.7.0-ea.2 security-advisories@github.com github.com

github.com/traefik/traefik/security/advisories/GHSA-67jx-r9pv-98rj security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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None

Confidentiality

None

Integrity

None

Availability

None

Sub Conf.

High

Sub Integrity

None

Sub Availability

None
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