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Summary

CVE CVE-2026-32736

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-18 23:17:29 UTC

Updated 2026-04-22 17:08:04 UTC

Description The Hytale Modding Wiki is a free service for Hytale mods to host their documentation & wikis. An Insecure Direct Object Reference (IDOR) vulnerability in versions of the wiki prior to 1.0.0 exposes mod authors' personal information - including full names and email addresses - to any authenticated user who visits a mod page. Any user who creates an account can access sensitive author details by simply navigating to a mod's page via its slug. Version 1.0.0 fixes the issue.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.000320000 probability, percentile 0.094270000 (date 2026-04-22)

Problem Types: CWE-862 | CWE-862 CWE-862: Missing Authorization

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

3.1 CNA DECLARED 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-32736/mitre
https://cve.report/CVE-2026-32736/nist
https://cve.report/CVE-2026-32736/cve_org
https://cve.report/api/cve/CVE-2026-32736.json
https://cve.report/CVE-2026-32736.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hytale Modding Wiki All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA HytaleModding Wiki affected < 1.0.0 Not specified

References

Reference Source Link Tags

github.com/HytaleModding/wiki/commit/4a96b3f9bce9a9d34030c39a8d6e4c6b618... security-advisories@github.com github.com Patch

github.com/HytaleModding/wiki/security/advisories/GHSA-xvq7-wwhx-x2fh security-advisories@github.com github.com Exploit, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

Integrity

None

Availability

None
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