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Summary

CVE CVE-2026-32828

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-20 01:15:56 UTC

Updated 2026-03-30 15:08:11 UTC

Description Kargo manages and automates the promotion of software artifacts. In versions 1.4.0 through 1.6.3, 1.7.0-rc.1 through 1.7.8, 1.8.0-rc.1 through 1.8.11, and 1.9.0-rc.1 through 1.9.4, the http and http-download promotion steps allow Server-Side Request Forgery (SSRF) against link-local addresses, most critically the cloud instance metadata endpoint (169.254.169.254), enabling exfiltration of sensitive data such as IAM credentials. These steps provide full control over request headers and methods, rendering cloud provider header-based SSRF mitigations ineffective. An authenticated attacker with permissions to create/update Stages or craft Promotion resources can exploit this by submitting a malicious Promotion manifest, with response data retrievable via Promotion status fields, Git repositories, or a second http step. This issue has been fixed in versions 1.6.4, 1.7.9, 1.8.12 and 1.9.5.

Risk And Classification

Primary CVSS: v4.0 2 LOW from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-918 | CWE-918 CWE-918: Server-Side Request Forgery (SSRF)

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 2 LOW CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/C...

4.0 CNA DECLARED 5.1 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/SI:N/SA:N

3.1 nvd@nist.gov Primary 4.9 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

High

User Interaction

None

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-32828/mitre
https://cve.report/CVE-2026-32828/nist
https://cve.report/CVE-2026-32828/cve_org
https://cve.report/CVE-2026-32828.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Akuity Kargo All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Akuity Kargo affected >= 1.4.0, < 1.6.4 Not specified

CNA Akuity Kargo affected >= 1.7.0-rc.1, < 1.7.9 Not specified

Confidentiality

None

Integrity

None

Availability

None

Sub Conf.

Low

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

None

Availability

None

http://cve.report/vendor/akuity
http://cve.report/software/akuity/kargo
http://cve.report/vendor/akuity
http://cve.report/software/akuity/kargo
http://cve.report/vendor/akuity
http://cve.report/software/akuity/kargo


CNA Akuity Kargo affected >= 1.7.0-rc.1, < 1.7.9 Not specified

CNA Akuity Kargo affected >= 1.8.0-rc.1, < 1.8.12 Not specified

CNA Akuity Kargo affected >= 1.9.0-rc.1, < 1.9.5 Not specified

References

Reference Source Link Tags

github.com/akuity/kargo/security/advisories/GHSA-j94x-8wcp-x7hm security-advisories@github.com github.com Mitigation, Vendor Advisory

github.com/akuity/kargo/commit/fd25620c2473ed19bec4be4d0f181287ef0f0391 security-advisories@github.com github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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