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CVE CVE-2026-32894
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-10 18:16:42 UTC
Updated 2026-04-10 18:16:42 UTC
Description Chamilo LMS is a learning management system. Prior to 1.11.38 and 2.0.0-RC.3, an Insecure Direct Object Reference (ID(
1 | 0|

Risk And Classification |

Primary CVSS: v3.1 7.1 HIGH from security-advisories@github.com
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L

Problem Types: CWE-476 | CWE-639 | CWE-476 CWE-476: NULL Pointer Dereference |
CWE-639 CWE-639: Authorization Bypass Through User-Controlled Key

Version Source Type Score Severity Vector
3.1 security-advisories@github.com Secondary 71 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L
3.1 CNA DECLARED 71 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
’rivileges Required

Jser Interaction

3cope

>onfidentiality

ntanritv


https://cve.report/
https://cve.report/CVE-2026-32894/mitre
https://cve.report/CVE-2026-32894/nist
https://cve.report/CVE-2026-32894/cve_org
https://cve.report/api/cve/CVE-2026-32894.json
https://cve.report/CVE-2026-32894.pdf
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\vailability

Low
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L

[ ]

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Chamilo Chamilo-Ims affected < 1.11.38 Not specified
CNA Chamilo Chamilo-Ims affected >= 2.0.0-alpha.1, < 2.0.0-RC.3 Not specified

References

Reference

github.com/chamilo/chamilo-Ims/security/advisories/GHSA-rqpg-p95v-fv98
CVE Program record

NVD vulnerability detail

1]

github.com/chamilo/chamilo-Ims/commit/740f5a6e192a52a3adde3c3241¢86401b1...

github.com/chamilo/chamilo-Ims/commit/3b03306d1a0301a81b9284e86893b2751...

Source
security-advisories@github.com
security-advisories@github.com
security-advisories@github.com
CVE.ORG

NVD

Link Tag
github.com
github.com
github.com
WWWw.Cve.org  can

nvd.nist.gov  canc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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