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CVE CVE-2026-33005
State PUBLISHED
Assigner apache

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-09 16:16:26 UTC
Updated 2026-04-09 17:16:24 UTC
Description Improper Handling of Insufficient Privileges vulnerability in Apache OpenMeetings. Any registered user can query web servi
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Risk And Classification

Problem Types: CWE-274 | CWE-274 CWE-274 Improper Handling of Insufficient Privileges

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache OpenMeetings affected 3.1.0 9.0.0 semver Not specified

References

Reference Source
lists.apache.org/thread/pttoprd628g3xr6lpp3bm1z8m3z8t4p7 security@apache.org

openmeetings.apache.org/openmeetings-db/apidocs/org.apache.openmeetings.db/org/apache...  security@apache.org

www.openwall.com/lists/oss-security/2026/04/09/10 af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/

Vendor Comments And Credit

Discovery Credit

CNA: 4ra2n (A code security Al agent) (en)

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2026-33005/mitre
https://cve.report/CVE-2026-33005/nist
https://cve.report/CVE-2026-33005/cve_org
https://cve.report/api/cve/CVE-2026-33005.json
https://cve.report/CVE-2026-33005.pdf
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_OpenMeetings
https://lists.apache.org/thread/pttoprd628g3xr6lpp3bm1z8m3z8t4p7
https://openmeetings.apache.org/openmeetings-db/apidocs/org.apache.openmeetings.db/org/apache/openmeetings/db/dto/file/FileItemDTO.html
http://www.openwall.com/lists/oss-security/2026/04/09/10
https://www.cve.org/CVERecord?id=CVE-2026-33005
https://nvd.nist.gov/vuln/detail/CVE-2026-33005
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