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Summary

CVE CVE-2026-3358

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-11 02:16:01 UTC

Updated 2026-04-11 02:16:01 UTC

Description The Tutor LMS – eLearning and online course solution plugin for WordPress is vulnerable to unauthorized private course enrollment in all versions up to, and including, 3.9.7. This is due to missing post_status validation in the `enroll_now()` and `course_enrollment()` functions. Both enrollment endpoints verify the nonce, user authentication, and whether the course is purchasable, but fail to check if the course has a `private` post_status. This makes it possible for authenticated attackers with Subscriber-level access or above to enroll in private courses by sending a crafted POST request with the target course ID. The enrollment record is created in the database and the private course title and enrollment status are exposed in the subscriber's dashboard, though WordPress core access control prevents the subscriber from viewing the actual course content (returns 404). Enrollment in private courses should be restricted to users with the `read_private_posts` capability.

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

3.1 security@wordfence.com Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

3.1 CNA DECLARED 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-3358/mitre
https://cve.report/CVE-2026-3358/nist
https://cve.report/CVE-2026-3358/cve_org
https://cve.report/api/cve/CVE-2026-3358.json
https://cve.report/CVE-2026-3358.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Themeum Tutor LMS ELearning And Online Course Solution affected 3.9.7 semver Not specified

References

Reference Source Link

plugins.trac.wordpress.org/browser/tutor/trunk/classes/Course.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/changeset security@wordfence.com plugins.trac.wordpress.org

www.wordfence.com/threat-intel/vulnerabilities/id/0c173356-7228-4253-bb28-2c2e1... security@wordfence.com www.wordfence.com

plugins.trac.wordpress.org/browser/tutor/trunk/classes/Course.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/tutor/tags/3.9.7/classes/Course.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/changeset/3496394/tutor/trunk/classes/Course.php security@wordfence.com plugins.trac.wordpress.org

plugins.trac.wordpress.org/browser/tutor/tags/3.9.7/classes/Course.php security@wordfence.com plugins.trac.wordpress.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Mohammad Amin Hajian (en)

Additional Advisory Data

Source Time Event

CNA 2026-02-27T18:49:18.000Z Vendor Notified

CNA 2026-04-10T11:46:32.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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Integrity

Low

Availability

None
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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