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Summary

CVE CVE-2026-33623

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-26 21:17:06 UTC

Updated 2026-03-31 16:03:21 UTC

Description PinchTab is a standalone HTTP server that gives AI agents direct control over a Chrome browser. PinchTab `v0.8.4` contains a Windows-only command injection issue in the orphaned Chrome cleanup path. When an instance is stopped, the Windows cleanup routine builds a PowerShell `-Command` string using a `needle` derived from the profile path. In `v0.8.4`, that string interpolation escapes backslashes but does not safely neutralize other PowerShell metacharacters. If an attacker can launch an instance using a crafted profile name and then trigger the cleanup path, they may be able to execute arbitrary PowerShell commands on the Windows host in the security context of the PinchTab process user. This is not an unauthenticated internet RCE. It requires authenticated, administrative-equivalent API access to instance lifecycle endpoints, and the resulting command execution inherits the permissions of the PinchTab OS user rather than bypassing host privilege boundaries. Version 0.8.5 contains a patch for the issue.

Risk And Classification

Primary CVSS: v3.1 7.2 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000730000 probability, percentile 0.221160000 (date 2026-04-01)

Problem Types: CWE-78 | CWE-400 | CWE-78 CWE-78: Improper Neutralization of Special
Elements used in an OS Command ('OS Command Injection') | CWE-400 CWE-400:
Uncontrolled Resource Consumption

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

3.1 security-advisories@github.com Secondary 6.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L

3.1 CNA DECLARED 6.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

https://cve.report/
https://cve.report/CVE-2026-33623/mitre
https://cve.report/CVE-2026-33623/nist
https://cve.report/CVE-2026-33623/cve_org
https://cve.report/CVE-2026-33623.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pinchtab Pinchtab All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Pinchtab Pinchtab affected < 0.8.5 Not specified

References

Reference Source Link

github.com/pinchtab/pinchtab/security/advisories/GHSA-p8mm-644p-phmh 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

github.com/pinchtab/pinchtab/commit/25b3374bdcdf0dad32c44d5d726bf953238c... security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High
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