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CVE CVE-2026-33866
State PUBLISHED
Assigner CERT-PL

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 13:16:47 UTC
Updated 2026-04-09 14:16:30 UTC
Description MLflow is vulnerable to an authorization bypass affecting the AJAX endpoint used to download saved model artifacts. Due 1
1 | i

Risk And Classification

Primary CVSS: v4.0 5.3 MEDIUM from cvd@cert.pl

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/ULN/VC:L/VIEN/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000330000 probability, percentile 0.097050000 (date 2026-04-13)
Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector
4.0 cvd@cert.pl Secondary 5.3 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/C...
4.0 CNA CVSsSs 5.3 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N

CVSS v4.0 Breakdown
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CVSS:4.0/AV:N/AC:L/AT:N/PR:L/ULIN/VC:L/VIEN/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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Vendor Declared Affected Products

Source Vendor Product Version

CNA Miflow Miflow affected 3.10.1 semver

Platforms

Not specified

References

Reference Source
afine.com/blogs/attacking-mlflow-how-ml-artifacts-become-attack-vectors cvd@cert.pl
cert.pl/en/posts/2026/04/CVE-2026-33865 cvd@cert.pl
github.com/miflow/miflow/pull/21708 cvd@cert.pl
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
afine.com

cert.pl

github.com

WWWw.cve.org canonical

nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
CNA: Stawomir Zakrzewski (AFINE) (en)

There are currently no legacy QID mappings associated with this CVE.
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