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Summary

CVE CVE-2026-34068

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 21:17:08 UTC

Updated 2026-04-22 21:23:52 UTC

Description nimiq-transaction provides the transaction primitive to be used in Nimiq's Rust implementation. Prior to version 1.3.0, the staking contract accepts `UpdateValidator` transactions that set `new_voting_key=Some(...)` while omitting `new_proof_of_knowledge`. this skips the proof-of-knowledge requirement that is needed to prevent BLS rogue-key attacks when public keys are aggregated. Because tendermint macro block justification verification aggregates validator voting keys and verifies a single aggregated BLS signature against that aggregate public key, a rogue-key voting key in the validator set can allow an attacker to forge a quorum-looking justification while only producing a single signature. While the impact is critical, the exploitability is low: The voting keys are fixed for the epoch, so the attacker would need to know the next epoch validator set (chosen through VRF), which is unlikely. The patch for this vulnerability is included as part of v1.3.0. No known workarounds are available.

Risk And Classification

Primary CVSS: v3.1 6.8 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:H/A:N

Problem Types: CWE-347 | CWE-347 CWE-347: Improper Verification of Cryptographic
Signature

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 6.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:H/A:N

3.1 CNA DECLARED 6.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:H/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Changed

Confidentiality

None

Integrity

https://cve.report/
https://cve.report/CVE-2026-34068/mitre
https://cve.report/CVE-2026-34068/nist
https://cve.report/CVE-2026-34068/cve_org
https://cve.report/api/cve/CVE-2026-34068.json
https://cve.report/CVE-2026-34068.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:H/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Nimiq Nimiq-transaction affected < 1.3.0 Not specified

References

Reference Source Link Tags

github.com/nimiq/core-rs-albatross/pull/3654 security-advisories@github.com github.com

github.com/nimiq/core-rs-albatross/security/advisories/GHSA-pf4j-pf3w-95f9 security-advisories@github.com github.com

github.com/nimiq/core-rs-albatross/releases/tag/v1.3.0 security-advisories@github.com github.com

github.com/nimiq/core-rs-albatross/commit/e7f0ab7d2115e17d6e5548ddc60f10... security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

None

http://cve.report/vendor/nimiq
http://cve.report/software/nimiq/nimiq-transaction
https://github.com/nimiq/core-rs-albatross/pull/3654
https://github.com/nimiq/core-rs-albatross/security/advisories/GHSA-pf4j-pf3w-95f9
https://github.com/nimiq/core-rs-albatross/releases/tag/v1.3.0
https://github.com/nimiq/core-rs-albatross/commit/e7f0ab7d2115e17d6e5548ddc60f10df1a5d645f
https://www.cve.org/CVERecord?id=CVE-2026-34068
https://nvd.nist.gov/vuln/detail/CVE-2026-34068
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	nimiq-transaction: UpdateValidator transactions allows voting key change without proof-of-knowledge
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


