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Summary

CVE CVE-2026-34361

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-31 17:16:32 UTC

Updated 2026-04-01 14:24:02 UTC

Description HAPI FHIR is a complete implementation of the HL7 FHIR standard for healthcare interoperability in Java. Prior to version 6.9.4, the FHIR Validator HTTP service exposes an unauthenticated "/loadIG" endpoint that makes outbound HTTP requests to attacker-controlled URLs. Combined with a startsWith() URL prefix matching flaw in the credential provider (ManagedWebAccessUtils.getServer()), an attacker can steal authentication tokens (Bearer, Basic, API keys) configured for legitimate FHIR servers by registering a domain that prefix-matches a configured server URL. This issue has been patched in version 6.9.4.

Risk And Classification

Primary CVSS: v3.1 9.3 CRITICAL from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N

EPSS: 0.000380000 probability, percentile 0.112590000 (date 2026-04-01)

Problem Types: CWE-552 | CWE-552 CWE-552: Files or Directories Accessible to External
Parties

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 9.3 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N

3.1 CNA DECLARED 9.3 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Changed

https://cve.report/
https://cve.report/CVE-2026-34361/mitre
https://cve.report/CVE-2026-34361/nist
https://cve.report/CVE-2026-34361/cve_org
https://cve.report/CVE-2026-34361.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hapifhir Org.hl7.fhir.core affected < 6.9.4 Not specified

References

Reference Source Link Tags

github.com/hapifhir/org.hl7.fhir.core/security/advisories/GHSA-vr79-8m62... security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Confidentiality

High

Integrity

Low

Availability

None
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