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Summary

CVE CVE-2026-35363

State PUBLISHED

Assigner canonical

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 17:16:39 UTC

Updated 2026-04-22 21:23:52 UTC

Description A vulnerability in the rm utility of uutils coreutils allows the bypass of safeguard mechanisms intended to protect the current directory. While the utility correctly refuses to delete . or .., it fails to recognize equivalent paths with trailing slashes, such as ./ or .///. An accidental or malicious execution of rm -rf ./ results in the silent recursive deletion of all contents within the current directory. The command further obscures the data loss by reporting a misleading 'Invalid input' error, which may cause users to miss the critical window for data recovery.

Risk And Classification

Primary CVSS: v3.1 5.6 MEDIUM from security@ubuntu.com

CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:L

Problem Types: CWE-22 | CWE-22 CWE-22: Improper Limitation of a Pathname to a
Restricted Directory ('Path Traversal')

Version Source Type Score Severity Vector

3.1 security@ubuntu.com Secondary 5.6 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:L

3.1 CNA CVSS 5.6 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:L

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

Required

Scope

Unchanged

Confidentiality

None

Integrity

https://cve.report/
https://cve.report/CVE-2026-35363/mitre
https://cve.report/CVE-2026-35363/nist
https://cve.report/CVE-2026-35363/cve_org
https://cve.report/api/cve/CVE-2026-35363.json
https://cve.report/CVE-2026-35363.pdf


CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:H/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Uutils Coreutils Not specified Linux, Unix, macOS

References

Reference Source Link Tags

github.com/uutils/coreutils/issues/9749 security@ubuntu.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Zellic (en)

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

Low
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