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Summary

CVE CVE-2026-35369

State PUBLISHED

Assigner canonical

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 17:16:40 UTC

Updated 2026-04-22 17:16:40 UTC

Description An argument parsing error in the kill utility of uutils coreutils incorrectly interprets kill -1 as a request to send the default signal (SIGTERM) to PID -1. Sending a signal to PID -1 causes the kernel to terminate all processes visible to the caller, potentially leading to a system crash or massive process termination. This differs from GNU coreutils, which correctly recognizes -1 as a signal number in this context and would instead report a missing PID argument.

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from security@ubuntu.com

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-20 | CWE-20 CWE-20: Improper Input Validation

Version Source Type Score Severity Vector

3.1 security@ubuntu.com Secondary 5.5 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

3.1 CNA CVSS 5.5 MEDIUM CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

https://cve.report/
https://cve.report/CVE-2026-35369/mitre
https://cve.report/CVE-2026-35369/nist
https://cve.report/CVE-2026-35369/cve_org
https://cve.report/api/cve/CVE-2026-35369.json
https://cve.report/CVE-2026-35369.pdf


CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Uutils Coreutils affected 0.6.0 semver Linux, Unix, macOS

References

Reference Source Link Tags

github.com/uutils/coreutils/pull/9700 security@ubuntu.com github.com

github.com/uutils/coreutils/releases/tag/0.6.0 security@ubuntu.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Zellic (en)

There are currently no legacy QID mappings associated with this CVE.
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

None

Availability

High

http://cve.report/vendor/Uutils
http://cve.report/software/Uutils/coreutils
https://github.com/uutils/coreutils/pull/9700
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