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CVE CVE-2026-35385
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-02 17:16:27 UTC
Updated 2026-04-02 17:16:27 UTC
Description In OpenSSH before 10.3, a file downloaded by scp may be installed setuid or setgid, an outcome contrary to some users' e

4 H -l
Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from cve@mitre.org
CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-281 | CWE-281 CWE-281 Improper Preservation of Permissions

Version Source Type Score Severity Vector
3.1 cve@mitre.org Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.5 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-35385/mitre
https://cve.report/CVE-2026-35385/nist
https://cve.report/CVE-2026-35385/cve_org
https://cve.report/CVE-2026-35385.pdf
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Vendor Declared Affected Products

Source Vendor Product Version

Platforms

CNA OpenBSD OpenSSH affected 10.3 custom Not specified

References

Reference Source
marc.info cve@mitre.org
www.openssh.org/releasenotes.html cve@mitre.org
www.openwall.com/lists/oss-security/2026/04/02/3 cve@mitre.org
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link Tags
marc.info

www.openssh.org
www.openwall.com

WWW.Cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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