
InvenTree has SSTI in PART_NAME_FORMAT
bypasses CVE-2026-27629 fix via {% if part.pk %}

sandbox escape
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2026-35477

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 20:16:24 UTC

Updated 2026-04-08 21:26:13 UTC

Description InvenTree is an Open Source Inventory Management System. From 1.2.3 to 1.2.6, the fix for CVE-2026-27629 upgraded the PART_NAME_FORMAT validator to use jinja2.sandbox.SandboxedEnvironment. However, the actual renderer in part/helpers.py was not updated and still uses the non-sandboxed jinja2.Environment. Additionally, the validator uses a dummy Part instance with pk=None, which allows conditional template expressions to behave differently during validation versus production rendering. A staff user with settings access can craft a template that passes validation but executes arbitrary code during rendering. This issue requires access by a user with granted staff permissions. This vulnerability is fixed in 1.2.7 and 1.3.0.

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N

EPSS: 0.000220000 probability, percentile 0.059020000 (date 2026-04-09)

Problem Types: CWE-1336 | CWE-1336 CWE-1336: Improper Neutralization of Special
Elements Used in a Template Engine

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 5.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N

3.1 CNA DECLARED 5.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Changed

https://cve.report/
https://cve.report/CVE-2026-35477/mitre
https://cve.report/CVE-2026-35477/nist
https://cve.report/CVE-2026-35477/cve_org
https://cve.report/api/cve/CVE-2026-35477.json
https://cve.report/CVE-2026-35477.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:L/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Inventree InvenTree affected >= 1.2.3, < 1.2.7 Not specified

References

Reference Source Link Tags

github.com/inventree/InvenTree/security/advisories/GHSA-84jh-x777-8pqq security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Changed

Confidentiality

Low

Integrity

Low

Availability

None

http://cve.report/vendor/inventree
http://cve.report/software/inventree/InvenTree
https://github.com/inventree/InvenTree/security/advisories/GHSA-84jh-x777-8pqq
https://www.cve.org/CVERecord?id=CVE-2026-35477
https://nvd.nist.gov/vuln/detail/CVE-2026-35477
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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