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A vulnerability in SenseLive X3050’s web management interface allows authentication logic to be performed entirely on the
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Risk And Classification

/

Primary CVSS: v4.0 9.3 CRITICAL from ics-cert@hq.dhs.gov

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-798 | CWE-798 CWE-798 Use of Hard-coded Credentials

Version Source Type Score Severity Vector

4.0 ics-cert@hqg.dhs.gov  Secondary 9.3 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULN/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:
4.0 CNA CVSS 9.3 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N
3.1 ics-cert@hqg.dhs.gov  Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-35503/mitre
https://cve.report/CVE-2026-35503/nist
https://cve.report/CVE-2026-35503/cve_org
https://cve.report/api/cve/CVE-2026-35503.json
https://cve.report/CVE-2026-35503.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/ULIN/VC:H/VI:H/VA:H/SC:N/SI:IN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC :X/MSIX/MSA:X/S :X/AUX/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Senselive X3050 affected V1.523 Not specified

References
Reference Source Link Tags
www.cisa.gov/news-events/ics-advisories/icsa-26-111-12 ics-cert@hqg.dhs.gov  www.cisa.gov

aithub.com/cisaaov/CSAF/blob/develop/csaf files/OT/white/2026/icsa-26-11... ics-cert@ha.dhs.qov  aithub.com


http://cve.report/vendor/SenseLive
http://cve.report/software/SenseLive/X3050
https://www.cisa.gov/news-events/ics-advisories/icsa-26-111-12
https://github.com/cisagov/CSAF/blob/develop/csaf_files/OT/white/2026/icsa-26-111-12.json

senselive.io/contact ics-cert@hq.dhs.gov  senselive.io
CVE Program record CVE.ORG www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
CNA: Jithin Nambiar J reported these vulnerabilities to CISA. (en)

| Additional Advisory Data

Solutions

CNA: Senselive did not respond to CISA's requests to coordinate. Affected users are
encouraged to reach out to SenselLive for more information. https://senselive.io/contact

There are currently no legacy QID mappings associated with this CVE.
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