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An issue was discovered in Roundcube Webmail before 1.5.14 and 1.6.14. The remote image blocking feature can be bype

| 1|

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from cve@mitre.org
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-669 | CWE-669 CWE-669 Incorrect Resource Transfer Between

Spheres
Version Source Type Score Severity Vector
3.1 cve@mitre.org Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/l:N/A:N
3.1 CNA CVSS 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-35543/mitre
https://cve.report/CVE-2026-35543/nist
https://cve.report/CVE-2026-35543/cve_org
https://cve.report/CVE-2026-35543.pdf

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

J B

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Roundcube Webmail affected 1.5.14 semver Not specified
CNA Roundcube Webmail affected 1.6.0 1.6.14 semver Not specified
Reference Source Link Tags

github.com/roundcube/roundcubemail/commit/1a63e01542bff42aaa71c00c4c279a...  cve@mitre.org github.com
github.com/roundcube/roundcubemail/commit/82ab5eca7b332fce7a174b2b987f09...  cve@mitre.org github.com
roundcube.net/news/2026/03/18/security-updates-1.7-rc5-1.6.14-1.5.14 cve@mitre.org roundcube.net

github.com/roundcube/roundcubemail/commit/39471343ee081ce1d31696c456a2c1... cve@mitre.org github.com

github.com/roundcube/roundcubemail/releases/tag/1.6.14 cve@mitre.org  github.com
github.com/roundcube/roundcubemail/releases/tag/1.7-rc5 cve@mitre.org  github.com
github.com/roundcube/roundcubemail/releases/tag/1.5.14 cve@mitre.org  github.com

CVE Program record CVE.ORG www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4 [ vl

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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