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CVE CVE-2026-35546
State PUBLISHED
Assigner icscert

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-17 20:16:35 UTC
Updated 2026-04-17 20:16:35 UTC
Description Anviz CX2 Lite and CX7 are vulnerable to unauthenticated firmware uploads. This causes crafted archives to be accepted,

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from ics-cert@hqg.dhs.gov

|L

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

Problem Types: CWE-306 | CWE-306 CWE-306

Version Source Type Score  Severity Vector
3.1 ics-cert@hq.dhs.gov Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-35546/mitre
https://cve.report/CVE-2026-35546/nist
https://cve.report/CVE-2026-35546/cve_org
https://cve.report/api/cve/CVE-2026-35546.json
https://cve.report/CVE-2026-35546.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Anviz Anviz CX7 Firmware affected All versions Not specified
CNA Anviz Anviz CX2 Lite Firmware affected All versions Not specified
Reference Source Link Tags
www.cisa.gov/news-events/ics-advisories/icsa-26-106-03 ics-cert@hq.dhs.gov  www.cisa.gov

github.com/cisagov/CSAF/blob/develop/csaf_files/OT/white/2026/icsa-26-10... ics-cert@hq.dhs.gov  github.com

www.anviz.com/contact-us.htmi ics-cert@hq.dhs.gov  www.anviz.com

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
1 | 2]

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Workarounds

CNA: Anviz did not respond to CISA's attempts to coordinate these vulnerabilities. Users
should contact Anviz for more information at https://www.anviz.com/contact-us.html.

There are currently no legacy QID mappings associated with this CVE.
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