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Summary

CVE CVE-2026-35620

State PUBLISHED

Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-10 17:17:04 UTC

Updated 2026-04-10 17:17:04 UTC

Description OpenClaw before 2026.3.24 contains missing authorization vulnerabilities in the /send and /allowlist chat command handlers. The /send command allows non-owner command-authorized senders to change owner-only session delivery policy settings, and the /allowlist mutating commands fail to enforce operator.admin scope. Attackers with operator.write scope can invoke /send on|off|inherit to persistently mutate the current session's sendPolicy, and execute /allowlist add commands to modify config-backed allowFrom entries and pairing-store allowlist entries without proper admin authorization.

Risk And Classification

Primary CVSS: v4.0 5.3 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N

3.1 disclosure@vulncheck.com Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L

3.1 CNA CVSS 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None

https://cve.report/
https://cve.report/CVE-2026-35620/mitre
https://cve.report/CVE-2026-35620/nist
https://cve.report/CVE-2026-35620/cve_org
https://cve.report/api/cve/CVE-2026-35620.json
https://cve.report/CVE-2026-35620.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA OpenClaw OpenClaw affected 2026.3.24 semver Not specified

CNA OpenClaw OpenClaw unaffected 2026.3.24 semver Not specified

References

Reference Source Link Tags

None

Confidentiality

None

Integrity

Low

Availability

Low

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

Low

Availability

Low

http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw
http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw


Reference Source Link Tags

github.com/openclaw/openclaw/security/advisories/GHSA-vqvg-86cc-cg83 disclosure@vulncheck.com github.com

github.com/openclaw/openclaw/security/advisories/GHSA-39mp-545q-w789 disclosure@vulncheck.com github.com

github.com/openclaw/openclaw/commit/ccfeecb6887cd97937e33a71877ad512741e... disclosure@vulncheck.com github.com

www.vulncheck.com/advisories/openclaw-missing-authorization-in-send-and-allowli... disclosure@vulncheck.com www.vulncheck.com

github.com/openclaw/openclaw/commit/ea018a68ccb92dbc735bc1df9880d5c95c63... disclosure@vulncheck.com github.com

github.com/openclaw/openclaw/commit/555b2578a8cc6e1b93f717496935ead97bfb... disclosure@vulncheck.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: tdjackey (en)

There are currently no legacy QID mappings associated with this CVE.
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