nClaw < 2026.3.22 - Missing Authorization
Enforcement in Internal ACP Chat Commands

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2026-35631
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-09 22:16:31 UTC
Updated 2026-04-09 22:16:31 UTC
Description OpenClaw before 2026.3.22 fails to enforce operator.admin scope on mutating internal ACP chat commands, allowing unat
1 | |

Risk And Classification |

Primary CVSS: v4.0 7.1 HIGH from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/ULN/VC:N/VI:H/VA:N/SC:N/SEEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 7.1 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/NVA:N/SC:N/SI:N/S#
4.0 CNA CVSS 7.1 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/VA:N/SC:N/SI:N/S#
3.1 disclosure@vulncheck.com  Primary 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N

3.1 CNA CVSS 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N

J | oy

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2026-35631/mitre
https://cve.report/CVE-2026-35631/nist
https://cve.report/CVE-2026-35631/cve_org
https://cve.report/api/cve/CVE-2026-35631.json
https://cve.report/CVE-2026-35631.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UL:IN/VC:N/VI:H/VA:N/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA OpenClaw OpenClaw affected 2026.3.22 semver Not specified
CNA OpenClaw OpenClaw unaffected 2026.3.22 semver Not specified

References

Reference Source Link


http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw
http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw

github.com/openclaw/openclaw/security/advisories/ GHSA-3w6x-gv34-mqpf disclosure@vulncheck.com
github.com/openclaw/openclaw/commit/630f1479c44{78484dfa21bb407cbe6f171d... disclosure@vulncheck.com
www.vulncheck.com/advisories/openclaw-missing-authorization-enforcement-in-inte...  disclosure@vulncheck.com
github.com/openclaw/openclaw/commit/229426a257e49694a59fa4e3895861d02a4d... disclosure@vulncheck.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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github.com
github.com
www.vulncheck.com
github.com

WWW.CVe.org

nvd.nist.gov

Vendor Comments And Credit

Discovery Credit
CNA: tdjackey (en)

There are currently no legacy QID mappings associated with this CVE.
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