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CVE CVE-2026-35634
State PUBLISHED
Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-09 22:16:32 UTC
Updated 2026-04-09 22:16:32 UTC
Description OpenClaw before 2026.3.23 contains an authentication bypass vulnerability in the Canvas gateway where authorizeCanvas
1 | 0|

Risk And Classification |

Primary CVSS: v4.0 5.1 MEDIUM from disclosure@vulncheck.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/ULIN/VC:L/VIL/VA:N/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

Problem Types: CWE-288 | CWE-288 CWE-288: Authentication Bypass Using an Alternate
Path or Channel

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 5.1 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:N/VC:L/VI:L/VA:N/SC:N/SI:N/SA
4.0 CNA CVSS 51 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:N/VC:L/VI:L/VA:N/SC:N/SI:N/SA
3.1 disclosure@vulncheck.com  Primary 5.1 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:N/UL:N/S:U/C:L/I:L/A:N

3.1 CNA CVSS 5.1 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
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CVSS v4.0 Breakdown

\ttack Vector
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\ttack Requirements

>rivileges Required


https://cve.report/
https://cve.report/CVE-2026-35634/mitre
https://cve.report/CVE-2026-35634/nist
https://cve.report/CVE-2026-35634/cve_org
https://cve.report/api/cve/CVE-2026-35634.json
https://cve.report/CVE-2026-35634.pdf
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CVSS:4.0/AV:L/AC:L/AT:N/PR:N/ULN/VC:L/VIEL/VAIN/SC:N/SIIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVIX/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:.L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA OpenClaw OpenClaw affected 2026.3.23 semver Not specified
CNA OpenClaw OpenClaw unaffected 2026.3.23 semver Not specified

References


http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw
http://cve.report/vendor/OpenClaw
http://cve.report/software/OpenClaw/OpenClaw

Reference Source

github.com/openclaw/openclaw/security/advisories/ GHSA-6mqgc-jgh6-x8fc disclosure@vulncheck.com
github.com/openclaw/openclaw/commit/630f1479c44{78484dfa21bb407cbe6f171d... disclosure@vulncheck.com
www.vulncheck.com/advisories/openclaw-authentication-bypass-via-local-direct-re... disclosure@vulncheck.com

github.com/openclaw/openclaw/commit/d5dc6b6573ae489bc7e5651090f4767b9353...  disclosure@vulncheck.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4]

Link

github.com
github.com
www.vulncheck.com
github.com

WWW.CVe.org

nvd.nist.gov

Vendor Comments And Credit

Discovery Credit
CNA: smaeljaish771 (en)

There are currently no legacy QID mappings associated with this CVE.
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https://github.com/openclaw/openclaw/security/advisories/GHSA-6mqc-jqh6-x8fc
https://github.com/openclaw/openclaw/commit/630f1479c44f78484dfa21bb407cbe6f171dac87
https://www.vulncheck.com/advisories/openclaw-authentication-bypass-via-local-direct-requests-in-canvas-gateway
https://github.com/openclaw/openclaw/commit/d5dc6b6573ae489bc7e5651090f4767b93537c9e
https://www.cve.org/CVERecord?id=CVE-2026-35634
https://nvd.nist.gov/vuln/detail/CVE-2026-35634
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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