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Stored Cross-Site Scripting via Backup Title
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CVE CVE-2026-3577
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-21 00:16:28 UTC
Updated 2026-04-22 21:32:08 UTC
Description The Keep Backup Daily plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the backup title alias (‘val® pal
1 | 0|

Risk And Classification

Primary CVSS: v3.1 4.4 MEDIUM from security@wordfence.com
CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
EPSS: 0.000470000 probability, percentile 0.145270000 (date 2026-04-22)

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Secondary 4.4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:L/A:N
3.1 CNA DECLARED 4.4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:L/I:.L/A:N
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Vendor Declared Affected Products

Source Vendor Product

CNA Fahadmahmood Keep Backup Daily

Version

affected 2.1.2 semver

Platforms

Not specified

References

Reference
plugins.trac.wordpress.org/browser/keep-backup-daily/tags/2.1.1/inc/kbd_cron.php
plugins.trac.wordpress.org/browser/keep-backup-daily/trunk/inc/kbd_cron.php
plugins.trac.wordpress.org/browser/keep-backup-daily/tags/2.1.1/inc/functions.php
plugins.trac.wordpress.org/browser/keep-backup-daily/trunk/inc/functions.php

plugins.trac.wordpress.org/changeset

CVE Program record

NVD vulnerability detail

/]

www.wordfence.com/threat-intel/vulnerabilities/id/18a4fadb-5c99-4347-8b34-e49{7...

Source
security@wordfence.com
security@wordfence.com
security@wordfence.com
security@wordfence.com
security@wordfence.com
security@wordfence.com
CVE.ORG

NVD

Link
plugins.trac.wordpress.org
plugins.trac.wordpress.org
plugins.trac.wordpress.org
plugins.trac.wordpress.org
plugins.trac.wordpress.org
www.wordfence.com
WWW.Cve.org

nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
CNA: san6051 (en)

Additional Advisory Data

Source Time

CNA 2026-03-20T00:00:00.000Z

Event

Disclosed

There are currently no legacy QID mappings associated with this CVE.
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