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CVE CVE-2026-3594
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 07:16:21 UTC
Updated 2026-04-08 21:26:35 UTC
Description The Riaxe Product Customizer plugin for WordPress is vulnerable to Sensitive Information Exposure in all versions up to, a
A | ol

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
EPSS: 0.001260000 probability, percentile 0.319060000 (date 2026-04-10)

Problem Types: CWE-200 | CWE-200 CWE-200 Exposure of Sensitive Information to an
Unauthorized Actor

Version  Source Type Score  Severity Vector
3.1 security@wordfence.com Primary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-3594/mitre
https://cve.report/CVE-2026-3594/nist
https://cve.report/CVE-2026-3594/cve_org
https://cve.report/api/cve/CVE-2026-3594.json
https://cve.report/CVE-2026-3594.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Imprintnext Riaxe Product Customizer affected 2.4 semver Not specified
Reference Source Link

plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-desig...  security@wordfence.com plugins.trac.wordpre
plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-desig... security@wordfence.com plugins.trac.wordpre
plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-desig...  security@wordfence.com plugins.trac.wordpre
plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer... security@wordfence.com plugins.trac.wordpre
plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer... security@wordfence.com plugins.trac.wordpre
plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer... security@wordfence.com plugins.trac.wordpre
plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-desig... security@wordfence.com plugins.trac.wordpre
www.wordfence.com/threat-intel/vulnerabilities/id/2ffd6393-6604-48d9-ba22-7d989... security@wordfence.com www.wordfence.con
plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer... security@wordfence.com plugins.trac.wordpre
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/]

Vendor Comments And Credit

Discovery Credit
CNA: Kai Aizen (en)

Additional Advisory Data

Source Time Event

CNA 2026-04-07T17:37:29.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/imprintnext
http://cve.report/software/imprintnext/Riaxe_Product_Customizer
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-designer.php#L2820
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-designer.php#L2809
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-designer.php#L986
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer.php#L986
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer.php#L1101
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer.php#L2820
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/tags/2.4/riaxe-product-designer.php#L1101
https://www.wordfence.com/threat-intel/vulnerabilities/id/2ffd6393-6604-48d9-ba22-7d989305e9ed?source=cve
https://plugins.trac.wordpress.org/browser/riaxe-product-customizer/trunk/riaxe-product-designer.php#L2809
https://www.cve.org/CVERecord?id=CVE-2026-3594
https://nvd.nist.gov/vuln/detail/CVE-2026-3594
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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