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Summary

CVE CVE-2026-3666

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-04 12:16:03 UTC

Updated 2026-04-04 12:16:03 UTC

Description The wpForo Forum plugin for WordPress is vulnerable to arbitrary file deletion in all versions up to, and including, 2.4.16. This is due to a missing file name/path validation against path traversal sequences. This makes it possible for authenticated attackers, with subscriber level access and above, to delete arbitrary files on the server by embedding a crafted path traversal string in a forum post body and then deleting the post.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-22 | CWE-22 CWE-22 Improper Limitation of a Pathname to a
Restricted Directory ('Path Traversal')

Version Source Type Score Severity Vector

3.1 security@wordfence.com Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2026-3666/mitre
https://cve.report/CVE-2026-3666/nist
https://cve.report/CVE-2026-3666/cve_org
https://cve.report/CVE-2026-3666.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Tomdever WpForo Forum affected 2.4.16 semver Not specified

References

Reference Source Link

plugins.trac.wordpress.org/changeset security@wordfence.com plugins.trac.wordpress.org

www.wordfence.com/threat-intel/vulnerabilities/id/f215e320-8563-4d25-9963-ed366... security@wordfence.com www.wordfence.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Craig Smith (en)

CNA: Leonid Semenenko (en)

Additional Advisory Data

Source Time Event

CNA 2026-02-24T00:00:00.000Z Discovered

CNA 2026-03-06T21:11:07.000Z Vendor Notified

CNA 2026-04-03T22:11:24.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE.report and Source URL Uptime Status status.cve.report

Integrity

High

Availability

High

http://cve.report/vendor/tomdever
http://cve.report/software/tomdever/wpForo_Forum
https://plugins.trac.wordpress.org/changeset?old_path=wpforo/tags/2.4.16/classes/Posts.php&new_path=wpforo/tags/2.4.17/classes/Posts.php&old=3471614&new=3483044
https://www.wordfence.com/threat-intel/vulnerabilities/id/f215e320-8563-4d25-9963-ed3664b4901d?source=cve
https://www.cve.org/CVERecord?id=CVE-2026-3666
https://nvd.nist.gov/vuln/detail/CVE-2026-3666
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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