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CVE CVE-2026-3706
State PUBLISHED
Assigner VulDB

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-08 05:16:31 UTC
Updated 2026-04-22 21:27:27 UTC
Description A vulnerability was determined in mkj Dropbear up to 2025.89. Impacted is the function unpackneg of the file src/curve2551
1 | |

Risk And Classification |

Primary CVSS: v4.0 1.7 LOW from cna@vuldb.com

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:N/VI:L/VA:N/SC:N/SEEN/SA:N/E:U/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000060000 probability, percentile 0.003450000 (date 2026-04-22)

Problem Types: CWE-345 | CWE-347 | CWE-347 Improper Verification of Cryptographic
Signature | CWE-345 Insufficient Verification of Data Authenticity

Version Source Type Score Severity Vector

4.0 cna@vuldb.com Secondary 1.7 LOW CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UL:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:U/C.
4.0 CNA DECLARED 6.3 MEDIUM  CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:U

3.1 cna@vuldb.com Secondary 3.7 LOW CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N

3.1 CNA DECLARED 3.7 LOW CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N/E:U/RL:O/RC:C

3.0 CNA DECLARED 3.7 LOW CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:N/E:U/RL:O/RC:C

2.0 cna@vuldb.com Secondary 2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

2.0 CNA DECLARED 2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N/E:U/RL:OF/RC:C
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https://cve.report/
https://cve.report/CVE-2026-3706/mitre
https://cve.report/CVE-2026-3706/nist
https://cve.report/CVE-2026-3706/cve_org
https://cve.report/api/cve/CVE-2026-3706.json
https://cve.report/CVE-2026-3706.pdf
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I CNA MKj Dropbear affected 2025.89 Not specified

References

Reference Source
vuldb.com cna@vuldb.com
vuldb.com cna@vuldb.com
github.com/mkj/dropbear/commit/f{dec3c90a15447bd538641d85e5a3e3ac981011d  cna@vuldb.com
github.com/mkj/dropbear/issues/406 134c704f-9b21-4f2e-91b3-4a467353bccO
github.com/mkj/dropbear cna@vuldb.com
github.com/str4d/ed25519-java/issues/82 cna@vuldb.com
vuldb.com cna@vuldb.com
github.com/mkj/dropbear/pull/407 cna@vuldb.com
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

Vendor Comments And Credit

Link
vuldb.com
vuldb.com
github.com
github.com
github.com
github.com
vuldb.com
github.com

WWW.CVE.Or

nvd.nist.gov

Discovery Credit
CNA: pythok (VulDB User) (en)

Additional Advisory Data

Source Time Event

CNA 2026-03-07T00:00:00.000Z Advisory disclosed
CNA 2026-03-07T01:00:00.000Z VulDB entry created
CNA 2026-03-16T06:42:50.000Z VulDB entry last update

There are currently no legacy QID mappings associated with this CVE.
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