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Summary

CVE CVE-2026-37554

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-01 16:16:31 UTC

Updated 2026-05-01 20:16:23 UTC

Description An issue was discovered in Vanetza V2X v26.02 allowing remote unauthorized attackers to cause a denial of service. The vulnerability exists in the GeoNetworking packet processing pipeline where OpenSSL exceptions from ECC point validation (invalid compressed point, point not on curve) are not properly caught by the Router::indicate() call chain. The openssl_wrapper.cpp check() function (line 19) throws openssl::Exception when OpenSSL operations fail. The parser's catch block in parse_secured() should catch these, but the exception escapes through subsequent processing stages (indicate_common, indicate_extended). This causes std::terminate, crashing the V2X receiver.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from cve@mitre.org

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-248 | n/a | CWE-248 CWE-248 Uncaught Exception

Version Source Type Score Severity Vector

3.1 cve@mitre.org Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AC:L/AV:N/A:H/C:N/I:N/PR:N/S:U/UI:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2026-37554/mitre
https://cve.report/CVE-2026-37554/nist
https://cve.report/CVE-2026-37554/cve_org
https://cve.report/api/cve/CVE-2026-37554.json
https://cve.report/CVE-2026-37554.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link Tags

github.com/riebl/vanetza/blob/master/vanetza/security/openssl_wrapper.cpp cve@mitre.org github.com

gist.github.com/sgInnora/45128ae15d52df7238680a8f2da8359f cve@mitre.org gist.github.com

github.com/riebl/vanetza cve@mitre.org github.com

github.com/riebl/vanetza/blob/master/vanetza/geonet/router.cpp cve@mitre.org github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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