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Some Hikvision switch products (discontinued since December 2023) are vulnerable to authenticated remote command exe

Risk And Classification

Primary CVSS: v3.1 7.2 HIGH from hsrc@hikvision.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

Version Source Type Score Severity Vector

3.1 hsrc@hikvision.com Secondary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-3828/mitre
https://cve.report/CVE-2026-3828/nist
https://cve.report/CVE-2026-3828/cve_org
https://cve.report/api/cve/CVE-2026-3828.json
https://cve.report/CVE-2026-3828.pdf

CVSS:38.1/AVIN/AC L/PR:H/UEN/S:U/GH/IIH/AH
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Vendor Declared Affected Products

0

Source  Vendor Product Version Platforms

CNA Hikvision DS-3E1310P-SI affected Versions below V1.2.4_210623 (including V1.2.4_210623) Not specified
CNA Hikvision DS-3E1318P-SI affected Versions below V1.2.0_210823 (including V1.2.0_210823) Not specified
CNA Hikvision DS-3E1326P-SI affected Versions below V1.2.0_210823 (including V1.2.0_210823) Not specified

Reference Source Link Tags
www.hikvision.com/en/support/cybersecurity/security-advisory/command-execution-... hsrc@hikvision.com  www.hikvision.com

CVE Program record CVE.ORG Www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
4

Vendor Comments And Credit

Discovery Credit

CNA: Thiago Torres (torresm) (en)

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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