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Summary

CVE CVE-2026-3843

State PUBLISHED

Assigner TuranSec

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-10 18:19:05 UTC

Updated 2026-05-07 20:34:27 UTC

Description Nefteprodukttekhnika BUK TS-G Gas Station Automation System 2.9.1 on Linux contains a SQL Injection vulnerability (CWE-89) in the system configuration module. A remote attacker can send specially crafted HTTP POST requests to the /php/request.php endpoint via the sql parameter in application/x-www-form-urlencoded data (e.g., action=do&sql=<query_here>&reload_driver=0) to execute arbitrary SQL commands and potentially achieve remote code execution.

Risk And Classification

Primary CVSS: v4.0 9.3 CRITICAL from 309f9ea4-e3e9-4c6c-b79d-e8eb01244f2c

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:L/SI:L/SA:L/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.001790000 probability, percentile 0.390140000 (date 2026-05-12)

Problem Types: CWE-89 | CWE-89 CWE-89 Improper Neutralization of Special Elements
used in an SQL Command ('SQL Injection')

Version Source Type Score Severity Vector

4.0 309f9ea4-e3e9-4c6c-b79d-e8eb01244f2c Secondary 9.3 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:L/SI:L/SA:L/E:X/C...

4.0 CNA CVSS 9.3 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:L/SI:L/SA:L

3.1 309f9ea4-e3e9-4c6c-b79d-e8eb01244f2c Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

https://cve.report/
https://cve.report/CVE-2026-3843/mitre
https://cve.report/CVE-2026-3843/nist
https://cve.report/CVE-2026-3843/cve_org
https://cve.report/api/cve/CVE-2026-3843.json
https://cve.report/CVE-2026-3843.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:L/SI:L/SA:L/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bukts Buk Ts-g Gas Station Automation System All All All All

Operating System Linux Linux Kernel - All All All

None

User Interaction

None

Confidentiality

High

Integrity

High

Availability

High

Sub Conf.

Low

Sub Integrity

Low

Sub Availability

Low

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

http://cve.report/vendor/bukts
http://cve.report/software/bukts/buk_ts-g_gas_station_automation_system
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Nefteprodukttekhnika LLC BUK TS-G Gas Station Automation System affected 2.9.1 2.10.2 semver Linux

CNA Nefteprodukttekhnika LLC BUK TS-G Gas Station Automation System unaffected 2.10.2 semver Linux

References

Reference Source Link Tags

bukts.ru/repo-bukts-current 309f9ea4-e3e9-4c6c-b79d-e8eb01244f2c bukts.ru Broken Link

bdu.fstec.ru/vul/2025-13914 309f9ea4-e3e9-4c6c-b79d-e8eb01244f2c bdu.fstec.ru Broken Link

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Yergashvoyev Jamshed (CVE GUY) (en)

There are currently no legacy QID mappings associated with this CVE.
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