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Summary

CVE CVE-2026-39410

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 15:16:15 UTC

Updated 2026-04-08 21:26:13 UTC

Description Hono is a Web application framework that provides support for any JavaScript runtime. Prior to 4.12.12, a discrepancy between browser cookie parsing and parse() handling allows cookie prefix protections to be bypassed. Cookie names that are treated as distinct by the browser may be normalized to the same key by parse(), allowing attacker-controlled cookies to override legitimate ones. This vulnerability is fixed in 4.12.12.

Risk And Classification

Primary CVSS: v3.1 4.8 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N

Problem Types: CWE-20 | CWE-20 CWE-20: Improper Input Validation

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N

3.1 CNA DECLARED 4.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

Low

https://cve.report/
https://cve.report/CVE-2026-39410/mitre
https://cve.report/CVE-2026-39410/nist
https://cve.report/CVE-2026-39410/cve_org
https://cve.report/api/cve/CVE-2026-39410.json
https://cve.report/CVE-2026-39410.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Honojs Hono affected < 4.12.12 Not specified

References

Reference Source Link Tags

github.com/honojs/hono/commit/cc067c85592415cb1880ad3c61ed923472452ec0 security-advisories@github.com github.com

github.com/honojs/hono/releases/tag/v4.12.12 security-advisories@github.com github.com

github.com/honojs/hono/security/advisories/GHSA-r5rp-j6wh-rvv4 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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