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CVE CVE-2026-39454
State PUBLISHED
Assigner jpcert

Source Priority CVE Program / NVD first with legacy fallback
Published 2026-04-20 09:16:08 UTC
Updated 2026-04-20 09:16:08 UTC

Description SKYSEA Client View and SKYMEC IT Manager provided by Sky Co.,LTD. configure the installation folder with improper file
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Risk And Classification

Primary CVSS: v4.0 8.5 HIGH from vultures@jpcert.or.jp

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UIN/NVC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-276 | CWE-276 Incorrect default permissions

Version Source Type Score Severity Vector

4.0 vultures@jpcert.or.jp Secondary 8.5 HIGH CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UL:IN/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/1
4.0 CNA CVSS 8.5 HIGH CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N

3.0 vultures@jpcert.or.jp Secondary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.0 CNA CVSS 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Sky Co.LTD. SKYSEA Client View affected Ver.21.200.07j and earlier Not specified
CNA Sky Co.LTD. SKYMEC IT Manager affected Ver.2024.005.10a and earlier Not specified

References

Reference Source Link Tags

www.skyseaclientview.net/news/260420 01 vultures@ipcert.or.ip www.skyseaclientview.net


http://cve.report/vendor/Sky_Co.LTD.
http://cve.report/software/Sky_Co.LTD./SKYSEA_Client_View
http://cve.report/vendor/Sky_Co.LTD.
http://cve.report/software/Sky_Co.LTD./SKYMEC_IT_Manager
https://www.skyseaclientview.net/news/260420_01/

jvn.jp/en/jp/JVN63376363 vultures@jpcert.or.jp jvn.jp
CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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