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Summary

CVE CVE-2026-39510

State PUBLISHED

Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 09:16:25 UTC

Updated 2026-04-08 21:26:35 UTC

Description Authorization Bypass Through User-Controlled Key vulnerability in WP Chill Image Photo Gallery Final Tiles Grid final-tiles-grid-gallery-lite allows Exploiting Incorrectly Configured Access Control Security Levels.This issue affects Image Photo Gallery Final Tiles Grid: from n/a through <= 3.6.11.

Risk And Classification

EPSS: 0.000170000 probability, percentile 0.041660000 (date 2026-04-09)

Problem Types: CWE-639 | CWE-639 Authorization Bypass Through User-Controlled Key

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA WP Chill Image Photo Gallery Final Tiles Grid affected 3.6.11 custom Not specified

References

Reference Source Link Tags

patchstack.com/database/Wordpress/Plugin/final-tiles-grid-gallery-lite/vulne... audit@patchstack.com patchstack.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Jitlada | Patchstack Bug Bounty Program (en)

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2026-39510/mitre
https://cve.report/CVE-2026-39510/nist
https://cve.report/CVE-2026-39510/cve_org
https://cve.report/api/cve/CVE-2026-39510.json
https://cve.report/CVE-2026-39510.pdf
http://cve.report/vendor/WP_Chill
http://cve.report/software/WP_Chill/Image_Photo_Gallery_Final_Tiles_Grid
https://patchstack.com/database/Wordpress/Plugin/final-tiles-grid-gallery-lite/vulnerability/wordpress-image-photo-gallery-final-tiles-grid-plugin-3-6-11-insecure-direct-object-references-idor-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2026-39510
https://nvd.nist.gov/vuln/detail/CVE-2026-39510
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