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Summary

CVE CVE-2026-3953

State PUBLISHED

Assigner TR-CERT

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-07 12:16:16 UTC

Updated 2026-05-07 14:44:16 UTC

Description Improper neutralization of input during web page generation ('cross-site scripting') vulnerability in Gosoft Software Industry and Trade Ltd. Co. Proticaret E-Commerce allows Cross-Site Scripting (XSS), Reflected XSS. 

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from iletisim@usom.gov.tr

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000130000 probability, percentile 0.024480000 (date 2026-05-11)

Problem Types: CWE-79 | CWE-79 CWE-79 Improper neutralization of input during web
page generation ('cross-site scripting')

Version Source Type Score Severity Vector

3.1 iletisim@usom.gov.tr Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

3.1 CNA CVSS 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-3953/mitre
https://cve.report/CVE-2026-3953/nist
https://cve.report/CVE-2026-3953/cve_org
https://cve.report/api/cve/CVE-2026-3953.json
https://cve.report/CVE-2026-3953.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Gosoft Software Industry And Trade Ltd. Co. Proticaret E-Commerce affected v5.0.0 V 6.0.1767.1383 custom Not specified

References

Reference Source Link Tags

siberguvenlik.gov.tr/guvenlik-bildirimleri/detay/tr-26-0180 iletisim@usom.gov.tr siberguvenlik.gov.tr

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Ferit ÖZNER (en)

There are currently no legacy QID mappings associated with this CVE.
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High

Integrity

High

Availability

High

http://cve.report/vendor/Gosoft_Software_Industry_and_Trade_Ltd._Co.
http://cve.report/software/Gosoft_Software_Industry_and_Trade_Ltd._Co./Proticaret_E-Commerce
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