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Summary

CVE CVE-2026-39918

State PUBLISHED

Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-20 16:16:45 UTC

Updated 2026-04-20 18:54:59 UTC

Description Vvveb prior to 1.0.8.1 contains a code injection vulnerability in the installation endpoint where the subdir POST parameter is written unsanitized into the env.php configuration file without escaping or validation. Attackers can inject arbitrary PHP code by breaking out of the string context in the define statement to achieve unauthenticated remote code execution as the web server user.

Risk And Classification

Primary CVSS: v4.0 9.2 CRITICAL from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-94 | CWE-94 CWE-94 Improper Control of Generation of Code ('Code
Injection')

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 9.2 CRITICAL CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 9.2 CRITICAL CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N

3.1 disclosure@vulncheck.com Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

Present

Privileges Required

None

User Interaction

None

https://cve.report/
https://cve.report/CVE-2026-39918/mitre
https://cve.report/CVE-2026-39918/nist
https://cve.report/CVE-2026-39918/cve_org
https://cve.report/api/cve/CVE-2026-39918.json
https://cve.report/CVE-2026-39918.pdf


CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Givanz Vvveb affected 1.0.8.1 semver Not specified

CNA Givanz Vvveb unaffected 5162c1639130bd080ab63c7d856788cd59d6b3b7 git Not specified

References

Reference Source Link Tags

Confidentiality

High

Integrity

High

Availability

High

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

http://cve.report/vendor/givanz
http://cve.report/software/givanz/Vvveb
http://cve.report/vendor/givanz
http://cve.report/software/givanz/Vvveb


www.vulncheck.com/advisories/vvveb-code-injection-via-installation-endpoint disclosure@vulncheck.com www.vulncheck.com

github.com/givanz/Vvveb/releases/tag/1.0.8.1 disclosure@vulncheck.com github.com

github.com/givanz/Vvveb/commit/5162c1639130bd080ab63c7d856788cd59d6b3b7 disclosure@vulncheck.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Mohammed EL OUARDANI (sh4dowalker) (en)

CNA: VulnCheck (en)

There are currently no legacy QID mappings associated with this CVE.
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