LDAP injection in MISP ApacheAuthenti when
using a user-controlled Apache environment variable
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CVE CVE-2026-39962
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-09 17:16:30 UTC
Updated 2026-04-09 17:16:30 UTC
Description MISP is an open source threat intelligence and sharing platform. Prior to 2.5.36, improper neutralization of special elements
1 | |

Risk And Classification |

Primary CVSS: v4.0 8.8 HIGH from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:A/NC:H/VI:H/VA:L/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

Problem Types: CWE-90 | CWE-90 CWE-90: Improper Neutralization of Special Elements
used in an LDAP Query ('LDAP Injection’)

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 8.8 HIGH CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:A/NC:H/VI:H/VA:L/SC:H/S

4.0 CNA DECLARED 8.8 HIGH CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:A/NC:H/VI:H/VA:L/SC:H/S
Kl | -l

CVSS v4.0 Breakdown
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CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:A/NC:H/VI:H/VA:L/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA MISP MISP affected < 2.5.36 Not specified
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github.com/MISP/MISP/commit/380ee4136a7d9ce2fe63fce06d517839f30abal0  security-advisories@github.com

github.com/MISP/MISP/commit/d7d671ea8f5822e91207dcad2003c35¢c30092a32  security-advisories@github.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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