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PUBLISHED

VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 22:16:23 UTC
Updated 2026-04-13 15:02:47 UTC
Description UAC (Unix-like Artifacts Collector) before 3.3.0-rc1 contains a command injection vulnerability in the placeholder substitutio

| |

Risk And Classification |

Version
4.0
4.0
3.1

3.1

/

Primary CVSS: v4.0 8.5 HIGH from disclosure@vulncheck.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:P/NC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

EPSS: 0.000210000 probability, percentile 0.056000000 (date 2026-04-15)

Problem Types: CWE-78 | CWE-78 Improper Neutralization of Special Elements used in an
OS Command ('OS Command Injection’) (CWE-78)

Source Type Score Severity Vector

disclosure@vulncheck.com Secondary 8.5 HIGH CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:P/NVC:H/VI:H/VA:H/SC:N/SI:N/SA
CNA CVSS 8.5 HIGH CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:P/VC:H/VI:H/VA:H/SC:N/SI:N/SA
disclosure@vulncheck.com  Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/l:H/A:H

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

’rivileges Required


https://cve.report/
https://cve.report/CVE-2026-40032/mitre
https://cve.report/CVE-2026-40032/nist
https://cve.report/CVE-2026-40032/cve_org
https://cve.report/api/cve/CVE-2026-40032.json
https://cve.report/CVE-2026-40032.pdf

Jser Interaction

Sonfidentiality

ub Availability

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:P/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVIX/MVA:X/MSC:X/MSIEX/MSA:X/S X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Jser Interaction

3cope

Unchanged
Sonfidentiality
ntegrity

\vailability

CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/AH

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Tclahr UAC affected 3.2.0 semver Not specified

CNA Tclahr UAC unaffected 3.3.0-rc1 semver Not specified



http://cve.report/vendor/tclahr
http://cve.report/software/tclahr/UAC
http://cve.report/vendor/tclahr
http://cve.report/software/tclahr/UAC

References

Reference Source Link
github.com/tclahr/uac/issues/429 disclosure@vulncheck.com  github.com
github.com/tclahr/uac/commit/d0fca5e36d8d6a33a4404f0f6fe92b0424544589 disclosure@vulncheck.com  github.com
github.com/tclahr/uac/commit/cb95d7166cd47908e1189d9669e43f9a6d3d707f disclosure@vulncheck.com  github.com
mobasi.ai/sentinel disclosure@vulncheck.com mobasi.ai
github.com/tclahr/uac/pull/443 disclosure@vulncheck.com  github.com

www.vulncheck.com/advisories/uac-rc1-command-injection-via-placeholder-substitu...  disclosure@vulncheck.com  www.vulncheck.com

github.com/tclahr/uac/commit/50ace60e172e38feb78347bdf579311c23eff078 disclosure@vulncheck.com  github.com
CVE Program record CVE.ORG Www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/

Vendor Comments And Credit

Discovery Credit

CNA: Mobasi Security Team (en)

There are currently no legacy QID mappings associated with this CVE.
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