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Summary

CVE CVE-2026-40129

State PUBLISHED

Assigner sap

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 03:16:11 UTC

Updated 2026-05-12 03:16:11 UTC

Description Due to a Code Injection vulnerability in SAP Application Server ABAP for SAP NetWeaver and ABAP Platform, an authenticated attacker could send specially crafted inputs to the application. If processed by the application, this input could be delivered to users subscribed to the channel and result in execution. Successful exploitation could enable the attacker to execute arbitrary code for other users, resulting in a low impact on the integrity, with no impact to the confidentiality and availability of the system.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from cna@sap.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

Problem Types: CWE-94 | CWE-94 CWE-94: Improper Control of Generation of Code

Version Source Type Score Severity Vector

3.1 cna@sap.com Primary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

3.1 CNA CVSS 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

Low
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https://cve.report/CVE-2026-40129/cve_org
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https://cve.report/CVE-2026-40129.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 740 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 750 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 751 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 752 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 753 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 754 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 755 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 756 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 757 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 758 Not specified

CNA SAP SE SAP Application Server ABAP For SAP NetWeaver And ABAP Platform affected SAP_BASIS 816 Not specified

References

Reference Source Link Tags

me.sap.com/notes/3735359 cna@sap.com me.sap.com

url.sap/sapsecuritypatchday cna@sap.com url.sap

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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