Missing Authorization check in SAP S/4HANA
Condition Maintenance
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CVE CVE-2026-40133
State PUBLISHED
Assigner sap

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 03:16:12 UTC
Updated 2026-05-12 03:16:12 UTC
Description Due to missing authorization check in SAP S/4HANA Condition Maintenance, an authenticated attacker could gain unautho

Risk And Classification

Primary CVSS: v3.1 6.3 MEDIUM from cna@sap.com

|L

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

Problem Types: CWE-862 | CWE-862 CWE-862: Missing Authorization

Version Source Type Score Severity Vector
3.1 cha@sap.com Primary 6.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L
3.1 CNA CVSsSs 6.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:L

CVSS v3.1 Breakdown
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https://cve.report/api/cve/CVE-2026-40133.json
https://cve.report/CVE-2026-40133.pdf
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SAP S/4HANA Condition Maintenance
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Version Platforms

affected S4CORE 102 Not specified
affected 103 Not specified
affected 104 Not specified
affected 105 Not specified
affected 106 Not specified
affected 107 Not specified
affected 108 Not specified
affected 109 Not specified

References

Reference

me.sap.com/notes/3718083
url.sap/sapsecuritypatchday
CVE Program record

NVD vulnerability detail

Source
cna@sap.com
cna@sap.com
CVE.ORG

NVD

Link
me.sap.com
url.sap
WWW.CVe.Oorg

nvd.nist.gov

Tags

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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