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Summary

CVE CVE-2026-40173

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-15 21:17:27 UTC

Updated 2026-04-17 15:38:09 UTC

Description Dgraph is an open source distributed GraphQL database. Versions 25.3.1 and prior contain an unauthenticated credential disclosure vulnerability where the /debug/pprof/cmdline endpoint is registered on the default mux and reachable without authentication, exposing the full process command line including the admin token configured via the --security "token=..." startup flag. An attacker can retrieve the leaked token and reuse it in the X-Dgraph-AuthToken header to gain unauthorized access to admin-only endpoints such as /admin/config/cache_mb, bypassing the adminAuthHandler token validation. This enables unauthorized privileged administrative access including configuration changes and operational control actions in any deployment where the Alpha HTTP port is reachable by untrusted parties. This issue has been fixed in version 25.3.2.

Risk And Classification

Primary CVSS: v3.1 9.4 CRITICAL from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L

EPSS: 0.001040000 probability, percentile 0.283190000 (date 2026-04-17)

Problem Types: CWE-200 | CWE-215 | CWE-200 CWE-200: Exposure of Sensitive
Information to an Unauthorized Actor | CWE-215 CWE-215: Insertion of Sensitive Information
Into Debugging Code

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 9.4 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L

3.1 CNA DECLARED 9.4 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

https://cve.report/
https://cve.report/CVE-2026-40173/mitre
https://cve.report/CVE-2026-40173/nist
https://cve.report/CVE-2026-40173/cve_org
https://cve.report/api/cve/CVE-2026-40173.json
https://cve.report/CVE-2026-40173.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Dgraph-io Dgraph affected < 25.3.2 Not specified

References

Reference Source Link Tags

github.com/dgraph-io/dgraph/security/advisories/GHSA-95mq-xwj4-r47p 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

github.com/dgraph-io/dgraph/releases/tag/v25.3.2 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Confidentiality

High

Integrity

High

Availability

Low
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