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Summary

CVE CVE-2026-40198

State PUBLISHED

Assigner CPANSec

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-10 22:16:21 UTC

Updated 2026-04-10 22:16:21 UTC

Description Net::CIDR::Lite versions before 0.23 for Perl does not validate IPv6 group count, which may allow IP ACL bypass. _pack_ipv6() does not check that uncompressed IPv6 addresses (without ::) have exactly 8 hex groups. Inputs like "abcd", "1:2:3", or "1:2:3:4:5:6:7" are accepted and produce packed values of wrong length (3, 7, or 15 bytes instead of 17). 

Risk And Classification

Problem Types: CWE-1286 | CWE-1286 CWE-1286 Improper Validation of Syntactic
Correctness of Input

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA STIGTSP NetCIDRLite affected 0.23 custom Not specified

References

Reference Source Link

github.com/stigtsp/Net-CIDR-Lite/commit/25d65f85dbe4885959a10471725ec9d2... 9b29abf9-4ab0-4765-b253-1875cd9b441e github.com

www.cve.org/CVERecord 9b29abf9-4ab0-4765-b253-1875cd9b441e www.cve.org

metacpan.org/release/STIGTSP/Net-CIDR-Lite-0.23/changes 9b29abf9-4ab0-4765-b253-1875cd9b441e metacpan.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

https://cve.report/
https://cve.report/CVE-2026-40198/mitre
https://cve.report/CVE-2026-40198/nist
https://cve.report/CVE-2026-40198/cve_org
https://cve.report/api/cve/CVE-2026-40198.json
https://cve.report/CVE-2026-40198.pdf
http://cve.report/vendor/STIGTSP
http://cve.report/software/STIGTSP/NetCIDRLite
https://github.com/stigtsp/Net-CIDR-Lite/commit/25d65f85dbe4885959a10471725ec9d250a589c3.patch
https://www.cve.org/CVERecord?id=CVE-2026-40199
https://metacpan.org/release/STIGTSP/Net-CIDR-Lite-0.23/changes
https://www.cve.org/CVERecord?id=CVE-2026-40198
https://nvd.nist.gov/vuln/detail/CVE-2026-40198


CNA 2026-04-09T00:00:00.000Z Vulnerability found

CNA 2026-04-10T00:00:00.000Z Net-CIDR-Lite version 0.23 released

Solutions

CNA: Upgrade to version 0.23 or newer, or apply the patch provided.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	Net::CIDR::Lite versions before 0.23 for Perl does not validate IPv6 group count, which may allow IP ACL bypass
	Summary
	Risk And Classification
	Vendor Declared Affected Products
	References
	Additional Advisory Data
	Solutions



