
rhukster/dom-sanitizer: SVG <style> tag allows CSS
injection via unfiltered url() and @import directives

MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2026-40301

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-17 21:16:34 UTC

Updated 2026-04-17 21:16:34 UTC

Description DOMSanitizer is a DOM/SVG/MathML Sanitizer for PHP 7.3+. Prior to version 1.0.10, DOMSanitizer::sanitize() allows <style> elements in SVG content but never inspects their text content. CSS url() references and @import rules pass through unfiltered, causing the browser to issue HTTP requests to attacker-controlled hosts when the sanitized SVG is rendered. Version 1.0.10 fixes the issue.

Risk And Classification

Primary CVSS: v3.1 4.7 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N

Problem Types: CWE-79 | CWE-79 CWE-79: Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N

3.1 CNA DECLARED 4.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality

Low

Integrity

https://cve.report/
https://cve.report/CVE-2026-40301/mitre
https://cve.report/CVE-2026-40301/nist
https://cve.report/CVE-2026-40301/cve_org
https://cve.report/api/cve/CVE-2026-40301.json
https://cve.report/CVE-2026-40301.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Rhukster Dom-sanitizer affected < 1.0.10 Not specified

References

Reference Source Link Tags

github.com/rhukster/dom-sanitizer/security/advisories/GHSA-93vf-569f-22cq security-advisories@github.com github.com

github.com/rhukster/dom-sanitizer/releases/tag/1.0.10 security-advisories@github.com github.com

github.com/rhukster/dom-sanitizer/commit/49a98046b708a4c92f754f5b0ef1720... security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

None

Availability

None

http://cve.report/vendor/rhukster
http://cve.report/software/rhukster/dom-sanitizer
https://github.com/rhukster/dom-sanitizer/security/advisories/GHSA-93vf-569f-22cq
https://github.com/rhukster/dom-sanitizer/releases/tag/1.0.10
https://github.com/rhukster/dom-sanitizer/commit/49a98046b708a4c92f754f5b0ef1720bb85142e2
https://www.cve.org/CVERecord?id=CVE-2026-40301
https://nvd.nist.gov/vuln/detail/CVE-2026-40301
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	rhukster/dom-sanitizer: SVG <style> tag allows CSS injection via unfiltered url() and @import directives
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


