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Summary

CVE CVE-2026-40336

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-18 00:16:37 UTC

Updated 2026-04-18 00:16:37 UTC

Description libgphoto2 is a camera access and control library. Versions up to and including 2.5.33 have a memory leak in `ptp_unpack_Sony_DPD()` in `camlibs/ptp2/ptp-pack.c` (lines 884–885). When processing a secondary enumeration list (introduced in 2024+ Sony cameras), the function overwrites dpd->FORM.Enum.SupportedValue with a new calloc() without freeing the previous allocation from line 857. The original array and any string values it contains are leaked on every property descriptor parse. Commit 404ff02c75f3cb280196fc260a63c4d26cf1a8f6 fixes the issue.

Risk And Classification

Primary CVSS: v3.1 2.4 LOW from security-advisories@github.com

CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-401 | CWE-401 CWE-401: Missing Release of Memory after Effective
Lifetime

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 2.4 LOW CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

3.1 CNA DECLARED 2.4 LOW CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

CVSS v3.1 Breakdown

Attack Vector

Physical

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-40336/mitre
https://cve.report/CVE-2026-40336/nist
https://cve.report/CVE-2026-40336/cve_org
https://cve.report/api/cve/CVE-2026-40336.json
https://cve.report/CVE-2026-40336.pdf


CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Gphoto Libgphoto2 affected <= 2.5.33 Not specified

References

Reference Source Link Tags

github.com/gphoto/libgphoto2/commit/404ff02c75f3cb280196fc260a63c4d26cf1... security-advisories@github.com github.com

github.com/gphoto/libgphoto2/security/advisories/GHSA-g8xw-p5wj-mrxv security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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