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Summary

CVE CVE-2026-40347

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-18 00:16:38 UTC

Updated 2026-04-18 00:16:38 UTC

Description Python-Multipart is a streaming multipart parser for Python. Versions prior to 0.0.26 have a denial of service vulnerability when parsing crafted `multipart/form-data` requests with large preamble or epilogue sections. Upgrade to version 0.0.26 or later, which skips ahead to the next boundary candidate when processing leading CR/LF data and immediately discards epilogue data after the closing boundary.

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Problem Types: CWE-400 | CWE-834 | CWE-400 CWE-400: Uncontrolled Resource
Consumption | CWE-834 CWE-834: Excessive Iteration

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

https://cve.report/
https://cve.report/CVE-2026-40347/mitre
https://cve.report/CVE-2026-40347/nist
https://cve.report/CVE-2026-40347/cve_org
https://cve.report/api/cve/CVE-2026-40347.json
https://cve.report/CVE-2026-40347.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Kludex Python-multipart affected < 0.0.26 Not specified

References

Reference Source Link Tags

github.com/Kludex/python-multipart/security/advisories/GHSA-mj87-hwqh-73pj security-advisories@github.com github.com

github.com/Kludex/python-multipart/releases/tag/0.0.26 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity
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Availability

Low

http://cve.report/vendor/Kludex
http://cve.report/software/Kludex/python-multipart
https://github.com/Kludex/python-multipart/security/advisories/GHSA-mj87-hwqh-73pj
https://github.com/Kludex/python-multipart/releases/tag/0.0.26
https://www.cve.org/CVERecord?id=CVE-2026-40347
https://nvd.nist.gov/vuln/detail/CVE-2026-40347
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	Python-Multipart affected by Denial of Service via large multipart preamble or epilogue data
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


