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Summary

CVE CVE-2026-40395

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-12 20:16:18 UTC

Updated 2026-04-13 15:01:43 UTC

Description Varnish Enterprise before 6.0.16r12 allows a "workspace overflow" denial of service (daemon panic) for shared VCL. The headerplus.write_req0() function from vmod_headerplus updates the underlying req0, which is normally the original read-only request from which req is derived (readable and writable from VCL). This is useful in the active VCL, after amending req, to prepare a refined req0 before switching to a different VCL with the return (vcl(<label>)) action. This is for example how the Varnish Controller operates shared VCL deployments. If the amended req contained too many header fields for req0, this would have resulted in a workspace overflow that would in turn trigger a panic and crash the Varnish Enterprise server. This could be used as a Denial of Service attack vector by malicious clients.

Risk And Classification

Primary CVSS: v3.1 4 MEDIUM from cve@mitre.org

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:N/A:L

EPSS: 0.000390000 probability, percentile 0.115050000 (date 2026-04-14)

Problem Types: CWE-770 | CWE-770 CWE-770 Allocation of Resources Without Limits or
Throttling

Version Source Type Score Severity Vector

3.1 cve@mitre.org Secondary 4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:N/A:L

3.1 CNA CVSS 4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:N/A:L

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Changed

Confidentiality

None

Integrity

https://cve.report/
https://cve.report/CVE-2026-40395/mitre
https://cve.report/CVE-2026-40395/nist
https://cve.report/CVE-2026-40395/cve_org
https://cve.report/api/cve/CVE-2026-40395.json
https://cve.report/CVE-2026-40395.pdf


CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:N/I:N/A:L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Varnish-software Varnish Enterprise affected 6.0.9r5 6.0.16r12 custom Not specified

References

Reference Source Link Tags

docs.varnish-software.com/security/VEV00003 cve@mitre.org docs.varnish-software.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

None

Availability

Low
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