ChurchCRM: Authentication Bypass in

“/api/public/user/login” Allows Bypass of 2FA and
Account Lockout
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CVE CVE-2026-40582
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-18 00:16:39 UTC
Updated 2026-04-18 00:16:39 UTC
Description ChurchCRM is an open-source church management system. In versions prior to 7.2.0, the /api/public/user/login endpoint v
A | ol

Risk And Classification

Primary CVSS: v4.0 9.1 CRITICAL from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UEN/VC:H/VI:H/NA:N/SC:N/SIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-288 | CWE-305 | CWE-288 CWE-288: Authentication Bypass Using
an Alternate Path or Channel | CWE-305 CWE-305: Authentication Bypass by Primary
Weakness

Version Source Type Score Severity  Vector
4.0 security-advisories@github.com Secondary 9.1 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N
4.0 CNA DECLARED 9.1 CRITICAL  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N

CVSS v4.0 Breakdown
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA ChurchCRM CRM affected < 7.2.0 Not specified

Reference Source Link T
github.com/ChurchCRM/CRM/security/advisories/GHSA-8cwr-x83m-mh9x security-advisories@github.com  github.com
github.com/ChurchCRM/CRM/pull/8607 security-advisories@github.com  github.com

github.com/ChurchCRM/CRM/commit/214694eb83778e1f5e52b3dfa2a99d0e965¢1850 security-advisories@github.com  github.com

CVE Program record CVE.ORG WWw.cve.org Ci
NVD vulnerability detail NVD nvd.nist.gov i
1 N

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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