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Description

1]

CVE Program / NVD first with legacy fallback

The camel-infinispan component's ProtoStream-based remote aggregation repository deserializes data read from a remote

Wﬂ

Risk And Classification

Problem Types: CWE-502 | CWE-502 CWE-502 Deserialization of Untrusted Data

Vendor Declared Affected Products

Source Vendor

CNA Apache Software Foundation
CNA Apache Software Foundation
CNA Apache Software Foundation

Product Version Platforms

Apache Camel affected 4.0.0 4.14.7 semver Not specified

Apache Camel affected 4.15.0 4.18.2 semver Not specified

Apache Camel affected 4.19.0 4.20.0 semver Not specified

References

Reference
camel.apache.org/security/CVE-2026-40858.html

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Source Link Tags
security@apache.org camel.apache.org

CVE.ORG WWW.Cve.org canonical

NVD nvd.nist.gov canonical, analysis

Discovery Credit

CNA: Feng Ning from Innora Pte. Ltd. (en)

There are currently no legacy QID mappings associated with this CVE.
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