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Summary

CVE CVE-2026-40899

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-16 20:16:38 UTC

Updated 2026-04-16 20:16:38 UTC

Description DataEase is an open-source data visualization and analytics platform. Versions 2.10.20 and below contain a JDBC parameter blocklist bypass vulnerability in the MySQL datasource configuration. The Mysql class uses Lombok's @Data annotation, which auto-generates a public setter for the illegalParameters field that contains the JDBC security blocklist. When a datasource configuration is submitted as JSON, Jackson deserialization calls setIllegalParameters with an attacker-supplied empty list, replacing the blocklist before getJdbc() validation runs. This allows an authenticated attacker to include dangerous JDBC parameters such as allowLoadLocalInfile=true, and by pointing the datasource at a rogue MySQL server, exploit the LOAD DATA LOCAL INFILE protocol feature to read arbitrary files from the DataEase server filesystem, including sensitive environment variables and database credentials. This issue has been fixed in version 2.10.21.

Risk And Classification

Primary CVSS: v4.0 8.3 HIGH from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-183 | CWE-183 CWE-183: Permissive List of Allowed Inputs

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 8.3 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/C...

4.0 CNA DECLARED 8.3 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:N/VA:N/SC:H/SI:N/SA:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None

Confidentiality

High

Integrity

None

https://cve.report/
https://cve.report/CVE-2026-40899/mitre
https://cve.report/CVE-2026-40899/nist
https://cve.report/CVE-2026-40899/cve_org
https://cve.report/api/cve/CVE-2026-40899.json
https://cve.report/CVE-2026-40899.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:N/VA:N/SC:H/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Dataease Dataease affected < 2.10.21 Not specified

References

Reference Source Link Tags

github.com/dataease/dataease/releases/tag/v2.10.21 security-advisories@github.com github.com

github.com/dataease/dataease/security/advisories/GHSA-944x-93jf-h3rx security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

None

Availability

None

Sub Conf.

High

Sub Integrity

None

Sub Availability

None

http://cve.report/vendor/dataease
http://cve.report/software/dataease/dataease
https://github.com/dataease/dataease/releases/tag/v2.10.21
https://github.com/dataease/dataease/security/advisories/GHSA-944x-93jf-h3rx
https://www.cve.org/CVERecord?id=CVE-2026-40899
https://nvd.nist.gov/vuln/detail/CVE-2026-40899
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	DataEase has an Arbitrary File Read Vulnerability
	Summary
	Risk And Classification
	CVSS v4.0 Breakdown

	Vendor Declared Affected Products
	References


