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CVE CVE-2026-40939
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-21 22:16:19 UTC
Updated 2026-04-21 22:16:19 UTC
Description The Data Sharing Framework (DSF) implements a distributed process engine based on the BPMN 2.0 and FHIR R4 stande
1 | i

Risk And Classification

Primary CVSS: v4.0 6.8 MEDIUM from security-advisories@github.com

CVSS:4.0/AV:P/AC:L/AT:N/PR:N/UEN/VC:H/VI:H/NA:N/SC:N/SIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-613 | CWE-613 CWE-613: Insufficient Session Expiration

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 6.8 MEDIUM  CVSS:4.0/AV:P/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/
4.0 CNA DECLARED 6.8 MEDIUM  CVSS:4.0/AV:P/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/
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CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-40939/mitre
https://cve.report/CVE-2026-40939/nist
https://cve.report/CVE-2026-40939/cve_org
https://cve.report/api/cve/CVE-2026-40939.json
https://cve.report/CVE-2026-40939.pdf
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CVSS:4.0/AV:P/AC:L/AT:N/PR:N/ULN/VC:H/VI:H/NVA:N/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSEX/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

|L

Source Vendor Product

CNA Datasharingframework Dsf

CNA Dev.dsf Dsf-bpe-server
CNA Dev.dsf Dsf-common-jetty
CNA Dev.dsf Dsf-thir-server

Version

affected < 2.1.0

affected < 2.1.0

affected < 2.1.0

affected < 2.1.0

Platforms

Not specified
Not specified
Not specified

Not specified

References

Reference
github.com/datasharingframework/dsf/security/advisories/GHSA-gj7p-595x-qwf5

dsf.dev/operations/v2.1.0/bpe/oidc.html

dsf.dev/operations/v2.1.0/fhir/oidc.html
CVE Program record

NVD vulnerability detail

/]

github.com/datasharingframework/dsf/commit/f4ecb002f7d12642f92da6b79371e...

Source
security-advisories@github.com
security-advisories@github.com
security-advisories@github.com
security-advisories@github.com
CVE.ORG

NVD

Link Tags
github.com

dsf.dev

github.com

dsf.dev

Www.cve.org canon

nvd.nist.gov  canon

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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