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CVE-2026-40959

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2026-40959

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2026-04-16 01:16:11 UTC

2026-04-17 15:38:09 UTC

Luanti 5 before 5.15.2, when LuadIT is used, allows a Lua sandbox escape via a crafted mod.

Risk And Classification

Version Source
3.1 cve@mitre.org

3.1 CNA

Primary CVSS: v3.1 9.3 CRITICAL from cve@mitre.org
CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
EPSS: 0.000040000 probability, percentile 0.002060000 (date 2026-04-21)

Problem Types: CWE-829 | CWE-829 CWE-829 Inclusion of Functionality from Untrusted
Control Sphere

Type Score Severity Vector
Secondary 9.3 CRITICAL CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/l:H/A:H
CVSSs 9.3 CRITICAL CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/l:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Jser Interaction

3cope

Changed
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https://cve.report/
https://cve.report/CVE-2026-40959/mitre
https://cve.report/CVE-2026-40959/nist
https://cve.report/CVE-2026-40959/cve_org
https://cve.report/api/cve/CVE-2026-40959.json
https://cve.report/CVE-2026-40959.pdf

\vailability

CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

[ ]

Vendor Declared Affected Products

Source Vendor Product Version

CNA Luanti Luanti affected 5.0.0 5.15.2 semver

Platforms

Not specified

References

Reference Source
github.com/luanti-org/luanti/security/advisories/GHSA-g596-mf82-w8c3 cve@mitre.org
github.com/luanti-org/luanti/commit/53cef183e2a85a4daff84ac1a9a7946f940d... cve@mitre.org
github.com/luanti-org/luanti/commit/8a929dfb97aa08337f49ba1bb96a56d6557d... cve@mitre.org
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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