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CVE CVE-2026-41051
State PUBLISHED
Assigner suse

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-13 13:01:53 UTC
Updated 2026-05-13 20:16:21 UTC
Description csync2 uses insecure temporary directories when compiled with C99 or later, allowing for TOCTOU style attacks on the ten

Risk And Classification |

Primary CVSS: v4.0 5.1 MEDIUM from meissner@suse.de

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UL:P/NC:N/VIEN/VA:H/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR: X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

EPSS: 0.000120000 probability, percentile 0.016200000 (date 2026-05-18)

Problem Types: CWE-367 | CWE-367 CWE-367 Time-of-check Time-of-use (TOCTOU)
Race Condition

Version Source Type Score Severity Vector

4.0 meissner@suse.de Secondary 5.1 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N/E:X/C
4.0 CNA CVSS 5.1 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N

3.1 meissner@suse.de Secondary 5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

3.1 CNA CVSS 5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

a BN

CVSS v4.0 Breakdown

\ttack Vector
\ttack Complexity
\ttack Requirements

’rivileges Required


https://cve.report/
https://cve.report/CVE-2026-41051/mitre
https://cve.report/CVE-2026-41051/nist
https://cve.report/CVE-2026-41051/cve_org
https://cve.report/api/cve/CVE-2026-41051.json
https://cve.report/CVE-2026-41051.pdf

Low

Jser Interaction

Sonfidentiality

ub Availability

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/NC:N/VIN/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVIX/MVA:X/MSC:X/MSIEX/MSA:X/S X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Low

Jser Interaction

3cope

Unchanged
Sonfidentiality
ntegrity

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

d L

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA SUSE OpenSUSE Tumbleweed affected ? 2.0+git.1600444747.83b3644-3.1 custom Not specified


http://cve.report/vendor/SUSE
http://cve.report/software/SUSE/openSUSE_Tumbleweed

Reference Source Link Tags
bugzilla.suse.com/show_bug.cgi meissner@suse.de bugzilla.suse.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
CNA: Wolfgang Frisch of SUSE (en)

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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