CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2026-41113

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2026-41113

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2026-04-16 22:16:39 UTC

2026-04-16 22:16:39 UTC

sagredo gmail before 2026.04.07 allows tls_quit remote code execution because of popen in notlshosts_auto in gmail-remc

] 1|

Risk And Classification

Primary CVSS: v3.1 8.1 HIGH from cve@mitre.org
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-78 | CWE-78 CWE-78 Improper Neutralization of Special Elements
used in an OS Command ('OS Command Injection’)

Version Source Type Score Severity Vector
3.1 cve@mitre.org Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 8.1 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-41113/mitre
https://cve.report/CVE-2026-41113/nist
https://cve.report/CVE-2026-41113/cve_org
https://cve.report/api/cve/CVE-2026-41113.json
https://cve.report/CVE-2026-41113.pdf

\vailability

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
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Vendor Declared Affected Products

Source Vendor Product Version

CNA Sagredo Qmail affected 2024.10.26 2026.04.07 custom

References

Reference
github.com/califio/publications/tree/main/MADBugs/gmail
blog.calif.io/p/we-asked-claude-to-audit-sagredos
github.com/sagredo-dev/gmail/pull/42

github.com/sagredo-dev/gmail/releases/tag/v2026.04.07

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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